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RIGHT : police officers who led the investigation,
with items from Prime’s spying kit. Left to right :
Det. Chief Supt. David Cole; Mr Robert Cozens (West
Mercia_Police Chief Constable); Det. Chief Insp.
Peter Picken and Det. Supt. Alan Mayo. Below :
Odkley Government Communications Headquarters
at Cheltenham. Far right : Sir Brian Tovey, the

director of GCHQ. ’
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PRIME . he
caused pamjce in Whiteha

"GEOFFREY

and fury in Washingts
because, with very little ski
and the greatest of ease, h
has made a nonsense of th
biggest, most ambitious, an-
most expensive operation i
the history of espionage.

At the Government Comr
munications Headquarters i
Cheltenham, where Prim
used to work, intelligenc
officers use a massive hatter,
of technological aids to sp:
on the military, commercia
and political life of amon;
others the Russians, th.
Chinese, the Northern Iris:
and even the Americans.

The Cheltenham officer
had details of the Russint
plan to invade Afghanistar
three weeks before the in
vasion took place and passer
on the information to govern
ments who then claimed tt
be surprised when the Rus
stans moved,

They detected the first tre
mors of the Cuban missile
crisis a clear 12 months
before it erupted as an inter
natjonal incident, The bas¢
-constantly monitors and up-
dates the deployment of
Soviet and Warsaw Pact
forces on land, air and sea.

" Prime worked his way into
the heart of this vast exer
cise in global eavesdropping
threatening the whole logic
of the operation. But the im-
plications of his penetration
go even further, since the
Cheltenham base has two
other, equally important
functions.

It is in many recpects the
brain of the British contin-
gency plan for dealing with
a nuclear attack. Officers there
need to know the day-by-day
location of all NATO forces,
with whom they may need to
communicate, as well as the
details of early warnings and
states of alers — all critically
sensitive information.

It is also an important
communications channel
through which M16 can con-
tact its informants and
agents in Eastern Europe or
the Soviet Union by transmit-
ting on prearranged wave-
lengths — information which
could lead to the identifi-
cation of those agents.

These three functions give
GCHQ a unique importance.
The fact that the base is
jointly run and funded with
the Americans; the Canadians
and the Australians lends a
further dimension’ te its
significance.

The Western intelligence
network relies so heavily on
Britain -— and in particular
on GCHQ in Cheltenham —
that, as one knowledgeable
source in Washington put it:
“Anwvans jn the right position
' can cause massive
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eccentric  busiuessman  to
scour Tudor literatiire in
search of a ecypher which
would show that Francis
1 Bacon had written the works
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wvorst of the rivalry and
:ompetence, The four signa-
ories to the wagreement,
3ritain, the United States,
“anada and Australia, carved
ip the world into zones for
he collection of material.

Britain's GCHQ looks after '

aost of Europe, the Soviet
Jnion east of the Urals, the
vhole of Africa and China.
~anada’s Communications
security Establishment takes
.ome of Europe and the
1wrth of the Soviet Union.

Australia’s  joint Inteili-
ience’  Organisation  deals
vith
south Pacific aphd ~parts of
he " Indian Ocean. The
Jnited States National Secur-
ty Agency deals with every-
hing else, Internal GCHQ
iocuments, used to train rec-
uits, put the American NSA
lone at the top of the hier-
irchy.

The NSA runs a
srganisation from its base at
‘ort Meade, Maryland, but it
ieeds allied co-operation. A
wirk in the way that radio
vaves travel from some
<uropean transmitters, for
"xample, means they can he
‘eceived in eastern Canada,
yut not in Britain.

The NSA’s job, as defined
oy the National = Security

-ouncil’s Intelligencé " Diree-”

dve No, 6 is “the intercep-
don and  processing  of
Joreign cemmunicatinns
sassed hy radio, wire or
sther electromagnetic means
ind the processing of foreign
mnerypted communications,
however transmitted”.

In operational terms, that
instruction means that the
Americans
their three partners have set
up a glohal surveillance com-
posed of layers of intercep-

tion.
The most powerful and
sophisticated layer — and

the one where Prime may
have done the most damage
-~ is the use of communi-
cation satellites, particulariy
the series of four “Rhyolitz”
satellites.

These satellites — fully pub-
licised and discussed in the
USA — intercept microwave
communications, usually long-
distance telephone- calls and
radio links and also telemetry
signals — the streams of high
frequency digital information
oy which a missile reports
back to its earth station every
aspect of its performance.

The first Rhyolite satellite
was launched on March 6,
‘973, into a geosynchronous
orbit 22,800 miles over the
Horn, of Africa, from where
it can watch the intercon-
tinental  ballistic  missiles
seing lested at Tyuratam, in
fazakhstan, and the SS16s
and SS20s at the Piesetsk
missile base. A second Rhyo-
lite was launched on May 23,
1977, at the same height over
Borneo to intercept Chinese
and Soviet military communi-
cation and radar, and to
monitor Soviet missiles being

testfired into the Xamehatka .

mountains in eastern Russia.
Since then, two o*hn=
Rhyolites have been launc

et R T R O G

South-east = Asla,. . the"

vast .

in consort with -

have changed their telemetry
system so that the informa-
tion is taped on the missile
and “ejected back to Earth,
instead of being transmitted
back to base on a high fre-
quency of the type which
'Rhyolite intercepts.
Although Rhyolite is seen
by the intelligence com-
munily as “the ultimate
bug,” it is by no means the
only satellite used for inter-
ception. The Big Birds, which
orbit at between 90 and 100
~miles, can photograph a ear
fumber plaie and locate un-
derground installations with
their infra-red deteclors.
‘Ferret satellites map
Soviet.- radar  systems; 949s
have an infra-red sensor 'to
detect - rocket plumes and
Vela detectors to locate sur-
face nuclear explosions; 647s
over the Indian QOcean and
the Panama Canal form an
early warning net against
submarine-launched missiles.
This array of satellites —
purpose built for thousands
of millions of pounds —
shoots information back to
tracking stations which are
run by any of the four
partners to the 1947 agree-
ment. It is processed and
much of it is pooled with in-

“TtercéptsTfrom other sources.

The second layer of inter-
cepts is a network of long-
tange . listening stations,
devoted mainly to tracking
the movement of Soviet and
~Warsaw Pact forces., It is a
very thorough  operation.
“They track everything that
moves — from a cup of tea
to an atom bomb,” said one
man who has worked in
i several of the stations./

The stations. use radio
searches, VHY intercepts, a
specialised radar tracking
system called SWAMP, and
ultra short wave intercepts to
provide a daily up-date of
the world “order of battle”
the exact’ disposition and de-
tail of all military forces.

Professor John  Erikson,
who lectures in Soviet mili-
tary strategy and communi-
cations at Edinburgh
University, and who has also

trained GCHQ staff, said:
“They know a lot about
Soviet and Warsaw Pact

order of battle. They have a
very compiete picture from
all  sorts of information
which they pick up.

Outside Britain GCHQ runs
long-range listening posts at
Sinop in Turkey, Tai Mo Shan
and Little Sai Wan in Hong
Kong, Darwin in Australia,
and In Mauritius, Gibraltar,
Malta, Cyprus, Ascension
Island, and Botswana. Inside
Britain a dozen stations collect
and process information.

One radie operative who

worked at a listening post -

described his work 10 the
Guardian: ‘“'That place is
highly sensitive, It's an RATF
place but there’s no runway,
no planes. It's pure sigint —
signals intelligence. It’s amaz-
ing what they pick up there.

“There are about 250 RAF
staff and some civilians as

well — linguists in Russian,
Dalirh ITinmaamine

e 0 S N oy NG SRR A Ead GRS SRR, B
Approved For Release 2007/12/14 : CIA-RDP96B01172R000300030014-1

fully laden.

“ A red light comes on on
your radio sct and everyone
in the room stands round
watching this fighter. Every-
thing else stops. You get
that away to Cheltenham as
fast as possible, There's also
a red phone there which goes
through direct to Downing
l?_treel for something really
ig.”

At another base a staff of
British and American civilians
produce special transcripts of
the conversation of Russian
pilots' to try to . i{dentify
regional accents — a clue 1o
the origin of their unit. They.
also keep a' master list of all
names mentioned, as well as
noting jokes and references to
other units and aireraft. 1t all
heips to buuld up a picture
of Soviet military capability.
Information from the satel-
lites and the long range
listening stations is supple-
mented by a third layer of
intercepts from short range
stations, grouped along fron-
tiers with the Warsaw Pact
countries, the Soviet Union
and China. )

Most of the work at this
level is radio eavesdropping.
The linguists are given
special training in Russian
obscenities to allow them- to
follow every detail of the
radio traffic. So advanced is
their linguistic ability that
they compile their own dic-
tionaries.

A former employee of one
listening post described the
routime inside the two hangars
on the edge of the airfield
where the eavesdropping is
conducted. “ It's a very sophi-
sticated operation. The equip-
ment there must have cost a
fortune, There are about 100

RAF Sgt. Doug Britten,
who is serving a 21-year
gaol sentence for spying

staff : they’re RAF people, but
the whole thing is run by
GCHQ.

“There were people track-
ing the movements of planes,
logging  grid references,
checking morse and other
people taking voice communi-
cations. We followed our own
traffic as well as theirs. We
even intercepted Reuters.

“I was in Berlin when the
Russians invaded Czechoslo-

vakia. We were on stand-by-

for a

month beforehand,
working double shifts,

We

knew it was going to hannen

O Y e stant
area,” said Professor Erikson,
“Th~ey imonitor’ the internal
traffic of the Soviet Union,
using some very sophisticated
equipment. It's Jargely an
American operation.”

‘The object is to monitor
“indicators” of the state of
the country in search of clues
to_policyp, particularly in the
military field. 4

Professor Erikson said :
“The indicator business is
very important. At one time
there may be up to 200 indi-
cators to tell you whether o
state has Wwarlike intesniions.
By:no means all thesé indica-
toérs are military. They cover
all aspects of the social, poli-
tical, economic and - military

competence of’ & modern
state.”

It was these sort of in-
ternal indicators which

alerted the GCHQ network to
the Cuban missile crisis a
year before it broke publicly
\in QOctober, 1962. “One of
‘the first indicators of that
was in the autumn of 1961,”
said Professor IErikson. '

“There was a shortage of .

bunkering fuel for ships in
the north of the Soviet
Union then, around March,
1962, there was alot of com-
mercial _ traffic

in the south near Odessa,
plus a lot of unusual radio
traffic
Cuba.

“You can see that some-
thing is developing and then

one small indicator will
bring the whole picture
together and close it off.

That's why the internal indi-
cators are so important.”

A lot of the information is
pooled between the four
partners, although it is
known that the Amerjcan
'NSA has a special classifi-
cation for some papers,
which are marked “No For-
eign” to stop them being
shared with the partners.

From Cheltenham, GCHQ
sends processed information
to Whitehall for the daily
meetings of the Current Intel-
ligence Groups; which meet

every morning to review up-
to-date

intelligence  assess-
ments, medium-term
prognoses, and reports on

sudden changes in indicator
patterns, .

There is a similar daily
meeting in Washington. On a
weekly basis, the director of
GCHQ, Sir Brian Tovey, tra-
vels to London by train to
“attend the Joint Intelligence
Commitiee Meeting. It is
<ommon ground among those
who have worked with GCHQ
that it is handling so much
raw information that it is
often unable to process and
assess it accurately while it
is still useful,

This delay, together with

the ever-present possibility

that an infiltrator such as
Prime may he aliowing the
Russians to produce disinfor-
mation, may explain the re-
current charge that Western
governments fail to act on

the material which has been
agatherad far tham
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~ three weeks before the in-
vasion — there were satellite
photoegraphs of Russian
trucks on the road, radio re-
ports.

Although the four govern-
ments resolutely refuse to
admit it, it is clear now that
their eavesdroppig is not
aimed solely at declared ene-
mies. They eavesdrop on
allies on domestic citizens
and even on each other.

- Officials in  Washington
publicly admitted last month
that the Pentagon had been
- secretly assessing the intel-
Jigence capacily: of Canada
amd. other Western allies, but
they denied allegations in
Canadian newspapers that
this amounted to spying.
- According to Reuters, who
claim to have obtained a
secret Congressional report,
the American NSA has been
routinely spying on confi-
dential communications be-
tween British diplomats in
Washington and Lomdon.

Earlier’ this year there
were reports in Canada that
the NSA had intercepted and
decoded a. message from the
Ottawa government to its
‘embassy in Washington. The
reports were neither con-
firmed nor denied.

In the late 1970s, the CIA
was caught intervening dir-
ectly in a union dispute in
Australia which was holding
up the supply of equipment
to an NSA base in Alice
Springs.

This mutual suspicion has
not prevented the four
partners  co-operating  in
efforts to turn their surveil-
lance network inwands on
their own citizens, In an
effort to evade the legal re-
striction on eavesdropping on
American citizens, the NSA
simply recruited GCHQ to do
the job for them.

In his book, Puzzle Palace,
recently published in the
United States, James Bam-
ford published internal NSA
documents which record how
GCHQ 1ntercepted telegrams
for the Americans as part of
Operation Minaret, a pro-
gramme of surveillance of
radicals, including Jane
Fonda and black leaders.

For the British, domestic
surveillance has a special re-
levance because of Northern
Ireland. Professor Erikson
said . “We ntercept our
allies, everybody’s traffic. But
1 imagine that a lot of GCHQ
is now _ concentrated on
Northern Ireland.

The sheer size and extra-
ordinary political significance
of the eavesdropping network
have not stopped the four
partner Governments from
taking every possible step to
prevent their citizens dis-
covering what they are
doing. Estimatey of the staff
involved in GCHQ at Cheiten-
ham range from 6,000 to
20,000. Estimates of the cost
start at ‘* hundreds of mil-
lions ¢f pounds a year” and
go as high as -£500 millions.

e
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spies. One of tm, RAF Ser-
geant Doug B men is still in
prison serviig a 21-j>ear sen-
tence for spying for the Rus-
stans from 1962 to 1968 at
listening posts in Cyprus, and
Britain,

Detaild /f the damage done
by Bmtt were kept secret
l, but a man who
h him at - Digby

has told \the Guardian:
‘“ There \the biggest flap
ever, just\ after the Cuban
crisis in ), because the
Russians Sduddenly changed,
everything.

“ After a pormd of years
and yecarsf/lwhen you -had
been able jo]tune in knowing

the right Aifhe and the night
frequem. u tuned in and
there nothing there.
That wgs Doug Britten, He
had told them exactly what
frequengie§ and call signs
and codg¢sfwe knew about, so
they chapged the lot.”,

Britterifwas recruited by a
Soviet djplomat, Alexander
Ivanovitci Borisenko‘ who
approachqd him in the’ Kens-
ington Sdjence Museum, m-
troduced mself as “Yuri”
and started talking to him
ahout ay hateur ' adm
Britten’s hgbpy.

vuri staftéd to buy - low-
grade inforynation from
Britten, phjogtaphed the pay-

ments and| thén blackmailed
him  for 1g ler-grade mat-
erial. Brittgn used a camera,
disguised as a cigarette case,
to photogriph| documents at
Righy, and, bler cans with
false bottoms fo pass on the

negatives.

Unlike Pryme, Britten was
caught by th |internal GCHQ
security sW§tem  which

noticed that \pe was living
beyond his mdans. A report
by the Sccum Commissicn
concluded, per ps optimisti-
caily, that tis Hase reflected
no security weakpess. -
During  the \ eriod  of
Briften’s espio gv a cor-
poral with the Hrmy signals
unit at Teufelsherg in West
Germany, Brian [[Patchett, de-
fected to  Kal (ermany
taking still moge GCHQ sec-
rets with hunj Apart from
Prime, Britten fand Patchett
in the GCHQ fcomplex, the
Russians  havél been  well
served by infiftrators in the

. American Nagional Security

Agency, whichfis so tight and
secretive that] it is known
colloquially HAs No Such
Agency .

In 1960, t NSA intelli-
gence analyqs Vernon Mit-
chell and il Martin,
defected to the Boviet Union
where they Heldla press con-
ference, expgsing) the NSA's
activities ang, i partlcular,
its habitual inte} ceptmn of
its ailies’ compimu catlons

In the bdckwagh of their
defection, & ather NSA
employees ldst thepir jobs in
“a purge off sexugl deviants”
inspired by Jthe act that US
security officers Helieved that
the defectors jnight have
been homosexjial, Three
years later{ in 1963, another
NSA emplgyee, g cryptologlst
named Vidtor dmilton. de-
fecled to Moscoy. Again, the
Russians allowed him to nihe
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